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(54) a system for providing enhanced grade of service for connections over a large network 



(57) We have realized that for a connection over a 
large data network, such as an Internet connection that 
couples a web access device to a terminal server con- 
nected to a applications server, delays associated with 
the process of downloading large data files over such a 
connection, occur primarily in the leg of the connection 
that couples the applications server to a terminal server 
while little congestion is typically observed in the leg of 



the connection that couples the Internet access device 
to the terminal server. The aforementioned delay is 
reduced by establishing a separate connection from the 
applications server to the Point Of Presence server out- 
side or independently of the backbone of the large data 
network thereby allowing users to receive enhanced 
grade of service for file transfer operations. 
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Description 

BACKGROUND OF THE INVENTION 

[0001] The present invention relates generally to a 
method for providing enhanced quality of service for 
networks, ad more particularly to a method for providing 
enhanced quality of service for a client device that 
accesses a network via a single connection to a Point 
Of Presence server. 

[0002] Many users connect to the Internet also known 
as "world wide web" via a switched communication line 
coupled to a dial-up modem. As used herein the term 
Internet refers to a large distributed network comprised 
of interconnected processors (servers) and routers 
wherein data pass through several routers, before 
reaching its intended destination (e.g., an applications 
server). For Internet access devices, such as a personal 
computer or so-called "web television" device, the entry 
point to the Internet is usually a Point Of Presence 
(POP) terminal server. From the POP terminal server, 
the user of the device can access any applications 
server in the network. 

[0003] Today, many users are attempting to transfer to 
their web access devices, large amounts of data or files, 
such as Hyper Text Markup Language (HTML) text, 
graphics or animated image files using formats such as, 
Graphics Interchange Format (GIF)fiies, real time audio 
files or multimedia (video and audio) files. These files 
are typically very large, bit-intensive files. As used 
herein the term "download" refers to a file transfer from 
the applications server, through the Internet or other 
large distributed network, to the POP terminal server 
and from the POP terminal server to the user. 
[0004] One of Internet users' most common com- 
plaints is the delay experienced by dial-up modem Inter- 
net users in their attempt to download bit-intensive files 
to their web access devices. The aforementioned delay 
is sometimes so severe that the process of downloading 
audio and video information is frustrating to the point 
that dial-up modem Internet users end up terminating 
the process before most of the file is downloaded. In 
summary, almost all Internet access providers are una- 
ble to guarantee to their subscribers a given (QOS) 
Quality of Service (i.e.. performance requirement for 
delivery of data within a given time window), subscrib- 
ers a given (QOS) Quality of Service (i.e., performance 
requirement for delivery of data within a given time win- 
dow). 

[0005] In response to this problem, many solutions 
have been proposed to guarantee a given QOS for 
Internet service. For example, some systems engineers 
have suggested that timely data delivery over the Inter- 
net can be achieved by significantly increasing the 
bandwidth of the links in the shared IP backbone. Unfor- 
tunately, even an over-engineered Internet backbone 
may not result in smooth transfers of real-time informa- 
tion (e.g., audio and video) due to the inherent nature of 



the IP protocol itself which allows oniy "best effort" 
attempts at data delivery. 

[0006] Another technique for solving the delays inher- 
ent in transferring data from an applications server to a 

5 web access device involves the use of an additional, 
separate plain old telephone service (POTS) circuit- 
switched connection to couple the applications server to 
the web access device. While useful, this technique 
requires a user to have two individual telephone lines 

10 and two separate modems, both of which being availa- 
ble at once. Unfortunately, most users do not have this 
capability. Thus, a problem of the prior art is the lack of 
an efficient, cost-effective and practical method for sig- 
nificantly reducing delay over a connection that couples 

15 a web access device to an applications server. 

SUMMARY OF THE INVENTION 

[0007] We have realized that for a connection that 
20 couples a web access device to an applications server 
via a POP terminal server, the leg of the connection that 
extends from the web access device to the POP termi- 
nal server is more often than not congestion-free while 
the leg of the connection that couples the POP terminal 
25 server to the applications server is prone to heavy traffic 
density that causes intolerable delay for large file trans- 
fer. 

[0008] The present invention is directed to a method 
and a system for delivering with minimum delay infor- 

30 mation requested from an applications server by a web 
access device by bypassing the congested IP backbone 
through the establishment of a separate connection that 
extends from the applicaticns server to a Point Of Pres- 
ence (POP) terminal server coupled to the web access 

35 device. The connection may be for example, a circuit 
switched ISDN connection associated with another net- 
work that is logically separated from the backbone of 
the IP network. Other alternate paths for such a connec- 
tion include a logical communications path within an 

40 Asynchronous Transfer Mode (ATM) network with QOS 
feature, a logical communications path within another IP 
network that is RSVP-enabled internally between rout- 
ers, a link within a Frame Relay network, or simply a 
communications path within any other packet-switched 

45 or circuit-switched network that may be less congested. 
[0009] According to a feature of the present invention 
the request and data paths are separated within the net- 
work so that there are two distinct unidirectional paths, 
one from the Point Of Presence (POP) terminal server 

so to the web applications server via the IP backbone 
using IP protocols, and the other path being, for exam- 
ple, a circuit-switched ISDN connection coupling the 
applications server to the POP terminal server. 
[0010] According to one embodiment of the present 

55 invention, an applications server to which a query is 
directed by a web access device, communicates with a 
Generalized Address Resolution Protocol Server 
(GARPS) resident within the IP network to determine 
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the optimum path for downloading requested data to a 
particular POP terminal server. The GARPS maps IP 
addresses to a subnet address, which is a combination 
of a selected subnetwork (POTS. ISDN. ATM, RSVP 
network, etc.) and the address within that network for 
the machine identified by the IP address. According to 
the present invention, any device on the network can 
use the GARPS to find out the best subnet to choose 
when setting up a QOS path to another device. 
[0011] According to another feature of the present 
invention, the optimum subnet is chosen based on sev- 
eral key factors, such as: a) the ability to support the 
QOS desired by the user on that network; b) the current 
traffic load on that subnetwork; c) the prtce/krayment 
that the user is willing to pay for that service; and d) the 
time of day variations that the subnetworks experience. 
[001 2] According to yet another feature of the present 
invention, the optimum subnet will be made available by 
the GARPSes, and its identity will be stored in a data- 
base that will be dynamically updated based on the 
above criterion. In the event that none of the alternate 
subnets are available, the default IP backbone network 
would be used. 

BRIEF DESCRIPTION OF THE DRAWINGS 
[0013] 

FIG 1 depicts the architecture of the system of the 
present invention. 

FIG 2 depicts a flow chart of the method according 
to the present invention. 

FIG 3 depicts the interconnection of the General- 
ized Address Resolution Server according to the 
present invention. 

DETAILED DESCRIPTION 

[0014] When downloading large data files from an 
applications server on the Internet, most of the delay is 
due to the delays in the network as the file is transferred 
in packets from the applications server to the Point Of 
Presence (POP) terminal server. Furthermore, these 
delays are not very predictable, which means that the 
user simply looks at his screen and waits until more 
data is transferred. Once the data reaches the POP ter- 
minal server, the delay is relatively short and very pre- 
dictable based on the file size. 

Connection Management Information Transfer 

[001 5] One technique for overcoming this bottleneck 
(which has been disclosed in an earlier application by 
some of the same inventors, entitled "Method of Trans- 
ferring Connection Management Information in World 
Wide Web Requests and Responses," attorney docket 
number DeSimone 3-7-3, and which is hereby incorpo- 
rated by reference as if repeated herein in its entirety, 



including the figures) transfers connection management 
information between Web clients and servers by means 
of messages incorporated in optional header fields of 
the HTTP protocol header; the HTTP protocol being 

5 protocol through which web clients and servers commu- 
nicate with each other. These fields in an HTTP mes- 
sage carry information related to connection 
management that is used for direct communication 
between the client and server along alternative paths 

io that provide a QOS greater than what can be achieved 
over the Internet 

[0016] The connection management information, 
incorporated within optional header fields of the HTTP 
protocol header, includes addressing information which 

is specifies addresses on a subnetwork, such as ATM 
addresses. ISDN or POTS E.164 numbers, as well as 
an alternate Internet Protocol (IP) address that may be 
used to communicate over non-persistent or switched 
paths. In addition, the addressing information includes 

20 the subnetwork type in which the addresses are appli- 
cable. Examples of the latter may include the IEEE 802 
family of networks (e.g., Ethernet or token-ring), Emu- 
lated LAN (ELAN) ATM. ISDN, FR (Frame Relay), and 
X.25 virtual circuit networks. Further, for those subnet- 

25 works for which QOS can be controlled, such as ATM or 
FR networks, the connection management information 
transmitted in the header fields can also include QOS 
information such as a required bandwidth, maximum 
variance of packet delay, maximum packet loss, and 

30 preferred Socket type (e.g., datagram (UDP), or stream 
(TCP)). 

[0017] The optional headers in the HTTP message 
containing the connection management information 
may be inserted by a server, a client, or an intermediate 
35 system on behalf of the client, the latter referred to as a 
proxy on the World Wide Web (WWW). The HTTP mes- 
sages are initially delivered over a router network (e.g., 
the Internet), using multiple router hops rather than a 
direct connection between the communication end- 
40 points. The Web client or server endpoint then uses the 
additional addressing information contained in the 
header to establish a direct connection to the other end- 
point to provide services (e.g., the delivery of informa- 
tion) on the direct network connection As an alternative, 
45 the address information provided to the other end can 
be of an intermediate system (IS), such as the proxy of 
a specialized router node, ad rather than a direct con- 
nection between the two endpoints, one of the original 
endpoints may establish a direct connection on the sub- 
so network with the intermediate system. When the under- 
lying subnetwork is capable of acting upon QOS 
information, QOS information included in the header 
may be used by either a client, or a proxy acting on 
. behalf of the client. A program running on the client or 
55 proxy interprets the QOS response information, and 
indicates with what QOS a direct connection (known as 
a cut-through) between client and server is to be under- 
taken. 
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Generalized Address Resolution Server 

[0018] One embodiment of the present invention to 
reduce the bottleneck in transferring large amounts of 
data over the Internet (or any large distributed network) 
uses a Generalized Address Resolution Protocol Server 
(GARPS) resident within the network by which other 
devices in the network can obtain routing information for 
downloading data. The GARPs maps IP addresses to a 
"subnet address." which is a 2 -tuple of the subnetwork 
(phone, ISDN, ATM, RSVP, network, etc.) chosen and 
the address within that network for the machine identi- 
fied by the IP address. Any device can use this to find 
out the optimum (i.e., the most appropriate) subnetwork 
to choose when setting up a QOS path to another 
device. 

[0019] According to the present invention, the opti- 
mum subnetwork is a function of the following criterion: 

a) ability to support the QOS desired by the user on 
that network; 

b) traffic load on that subnetwork; 

c) price/payment for that service (which could be 
negotiated with the client or the server) that the 
user is willing to pay; 

d) time of day variations (load-balancing at a gross 
level) that the subnetworks experience. Busy hours 
peak at different times on different subnetworks. 

[0020] According to the present invention the optimum 
subnetwork will be made available by the GARPSes, 
and will be stored in a database that will be dynamically 
updated based on the above criterion. In the event that 
none of the alternate subnets are available, the default 
IP network would be used (with a suitable warning). In 
the other embodiment, this information is wrapped 
inside the request sent out by the client. However, the 
use of the GARPs allows greater flexibility, and does not 
require either: 

the client to know the subnet address; 
the network to wrap the subnet address inside the 
client's request (thereby modifying the request) 
using a proxy of some sort at the client POP. 

[0021] Much like Address Resolution Protocol (ARP), 
which is used currently in the IP world to populate map- 
pings between IP addresses and their MAC addresses 
(a kind of subnet address), GARP or proxy GARP is a 
protocol that dial-in customers can use to access to any 
of these subnetworks directly. For instance, if a client 
has another phone line connected on another PPP 
interface, a GARP message could be sent out that 
essentially says: 

map : mylP address -> (phone-subnetwork, 
myPhoneNumber) the GARP message would also 
specify the QOS that the subnet can support (14.4 
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or 28.8 kbps etc.). Furthermore, the users can 
access the GARP server and its database to create 
their profile, which is then used to determine the 
optimum subnetwork. For example, the user can 

5 indicate that he has access to a particular ATM net- 
work and the associated address on that network. 
Then, when attempting to determine which subnet- 
work to download the data over, the GARP server 
will examine the particular user's profile, apply the 

10 above mentioned criteria, and depending on the 
right circumstances, may choose the particular 
ATM network. 

[0022] While the exact location of the GARP server on 
15 the network is not important, what is important is that 
the destination server, which is to download the data, 
must have connectivity to the GARP server. Thus, once 
a request to download data is received by a destination 
server that has been configured to search for an opti- 
20 mum alternate path, the destination server will contact 
the GARP server, determine the optimum path for the 
designated user or POP terminal server, and send the 
data over that route. 

[0023] The present invention therefore reduces the 

25 delay inherent in the transfer of the file from the applica- 
tions server to the POP terminal server by establishing 
an alternate connection, such as a circuit switched con- 
nection, from the web applications server to the POP 
terminal server outside the IP network and over an alter- 

30 nate infrastructure instead of via the IP backbone. 

[0024] The present invention enables service provid- 
ers the ability to guarantee performance for all user 
requested information - HTML, text, graphics, images 
and real-time multimedia content. The present invention 

35 utilizes the existing POTS infrastructure to deliver con- 
tent taking advantage of the fact that peaks of voice traf- 
fic and Internet traffic occur at different times, i.e., voice 
traffic peaks occur during business hours (9-5), 
whereas Internet traffic peaks occur during the early 

40 evening hours (7-10 p.m.). As a result, there exists 
excess capacity in the circuit switched network when 
the IP backbone is full, which is precisely when attempts 
to download large amounts of data become extremely 
slow. 

45 [0025] In comparison to the present invention, most 
Internet applications (such as Real Audio, for example) 
the signaling (e.g., the number to dial) is done expres- 
sively by the application. In accordance with the present 
invention, the signaling information is handled without 

so requiring the knowledge of the user or application. 

System Overview 

[0026] Referring to FIG 1. the user 1 accesses the 
55 Internet via a dial-up connection 2 to a Point Of Pres- 
ence terminal 3 server within the network 4. Through a 
series of routers 5, 6, the user can access an applica- 
tions server 7 with data of interest to the user 1 . 
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[0027] Once the user 1 has decided to download the 
data, according to the present invention, the applica- 
tions server 7 that is to download the data determines 
the appropriate alternate path by which to transfer the 
information rather than the through the IP backbone. 5 
The applications server determines this by contacting 
the GARP server's database, which lists the optimum 
subnetwork for the specified user/POP terminal server. 
The alternate path could be a circuit switched path via 
ISDN lines, a QOS ATM network, another IP network w 
that is RSVP enabled internally between routers, Frame 
Relay or other networks, for example. 
[0028] Alternatively, the applications server can be 
instructed to send the data via a specified alternate 
path. This instruction can either be embedded in the 15 
request for the data (i.e., as in the connection manage- 
ment information transfer technique described above) 
or as a configuration operation (by the GARS described 
above). The web server 7 then establishes the connec- 
tion, e.g., an ISDN connection 9 to the circuit switched 20 
network 8. The circuit switched network then estab- 
lishes a connection to the POP terminal server 3 via 
another ISDN line 10. At the POP terminal server 3, the 
data is multiplexed with IP data being sent to the user. 
[0029] There are three approaches to connecting the 25 
alternate network 8 to the POP terminal server 3. In the 
first approach, the ISDN connection 10 to the POP ter- 
minal server 3 can be made as one of the many dial-up 
connections to the POP terminal server 3. The POP ter- 
minal server 3 can process many different telephone 30 
calls at once at its front end. Assuming there are lines 
available, the ISDN connection 10 from the circuit 
switched network 8 can be made via one of these tele- 
phone lines. The POP terminal server 3 then simply 
routes the incoming ISDN connection 10 to the user 35 
connection 1 1 . Alternatively, this call could be passed to 
the first router 5, which would then reroute the call back 
to the POP terminal server 3 and on to the client 1 . 
[0030] One must use caution, however, in assigning 
too many telephone lines for this purpose as this con- 40 
nection is the only "entrance" to an IP service provider s 
"store." As many Internet service providers have 
learned, users become disillusioned with an IP service 
provider if they cannot even access it. Therefore, in 
attempting to create a solution to long delays in down- 45 
loading data, one cannot create problems for users 
attempting to logon by allowing users already logged on 
to occupy two connections to the POP terminal server. 
This essentially would cut the number of access lines in 
half, assuming all users were downloading data. Thus, so 
where limited telephone lines are available, this solution 
may be less than optimal. 

[0031] A second approach is to connect the ISDN line 
10 to the back end of the POP terminal server 3. The 
POP terminal server 3 then would connect the user con- 55 
nection 3 to the ISDN connection 10. While slightly 
more complex than the previous approach, this 
approach does not potentially use up scarce resources 



of the POP terminal server 3. This connection would be 
similar to any of the router 5 connections to the POP ter- 
minal server 3. 

[0032] Yet another alternative if no incoming lines to 
the POP terminal server 3 are available is to connect 
the alternate network to another server within the IP 
network that is directly connected (or logically "closely 
connected") to the POP terminal server 3 so that there 
is very little delay added by the connection from the 
other server to the POP terminal server 3. This can also 
be referred to as the nearest neighbor. Usually, most 
delays are due to routers and concentrators that are 
overloaded with traffic. If you can avoid the traffic jams, 
you can significantly reduce the delay, especially where 
there is only one transfer as in this case. This approach 
avoids these 'traffic jams" at these overloaded junc- 
tions. If the circuit switched network is itself overloaded, 
then the data path to the POP terminal server occurs in 
the normal fashion. 

[0033] Depending on the type of network, one can 
expand this concept to include those closest servers 
that are only a few hops away. By setting a maximum 
limit on the number of routers between the POP termi- 
nal server 3 and the server that the circuit switched net- 
work is overloaded, one can at least limit the potential 
delays involved. 

[0034] By improving the download time on the network 
side, the present invention enables an IP service pro- 
vider to make available faster connections to the POP 
terminal server 3 as the speed increase will be actually 
noticed by users, rather than being an insignificant 
improvement in performance. If users can actually real- 
ize an improvement in performance, they are more likely 
to be wilting to pay for H. As a result, tier pricing for 
higher capacity access lines can be significantly 
increased. 

[0035] Turning to FIG 2, the method 20 of the present 
invention is as follows. When the user requests certain 
data to be transferred to him or her, the request (i.e.. the 
uplink information) comes through as usual using IP 
over a dialup connection to the terminal server at the 
access POP. as shown in step 21 . The POP then routes 
this request over the network infrastructure to the 
Home-Page server or other URLs as applicable (see 
step 22). The Home-Page server(s) establishes an 
alternate QOS path, such as an ISDN path, back to the 
POP on a need-basis or pre-established basis, as in 
step 23. The Home-Page server uses an established 
QOS protocol to send the information back to the POP 
over the QOS-enabled network, (see step 24). The POP 
routes this information back to the user on the existing 
dialup connection, as shown in step 25. 
[0036] Turning to FIG 3, a Generalized Address Res- 
olution Protocol Server 31 of the present invention is 
coupled to a Local Area Network (LAN) 32. to which a 
POP terminal server 33 could also be coupled. The 
POP terminal server 33 is coupled to the user 34, and is 
the route by which the user 34 accesses the Internet 35. 



5 



9 

The PbP terminal server 33 has n connections, one of 
which is assigned to the user. The user accesses the 
POP terminal server using PPP protocol with a dial-up 
modem. The POP terminal server also has an alternate 
connection to H. such as an ISDN line, an QOS network. 5 
etc. When data is sent to the user 34 over the alternate 
connection, the POP terminal server uses the loop-back 
output (LO) to return the data to the POP terminal 
server, as if the data was coming from the LAN 32 or 
Internet 35. The data is then transmitted to the user in 10 
the normal fashion. 

[0037] When the destination server desires to down- 
load data to the user, it contacts the GARP server 31 , 
which indicates the best alternate path to the user. The 
GARP may be anywhere on the network, not just as 15 
shown as in FIG 3. The GARP server 31 will maintain a 
database 37 of the appropriate return path in view of the 
above criterion, which is constantly in a state of flux. 
The return path indicator will instruct the destination 
server 38 to establish a path from itself 38 to the POP 20 
terminal server 33 along the designated path. As a 
result, the data downlink will be established independ- 
ently of the IP network, if a QOS path exists. 

Claims 25 

1 . A method for transferring data between a client and 
a applications server . wherein the client is coupled 
to a Point Of Presence server in a network and the 
applications server is coupled to the Point Of Pres- 30 
ence server comprising the steps of: 



2. The method accorcfing to claim 1 , further compris- 
ing the step of mapping an IP address to a subnet 
address, wherein the subnet address is a combina- 
tion of the subnetwork and an address within that 
subnetwork for a machine identified by the IP 
address. 

3. The method according to claim 1 , further compris- 50 
ing the step of determining an optimum subnetwork 
from among a plurality of subnetworks according to 

a set of predetermined criteria. 

4. The method according to claim 1 , further compris- 55 
ing the step of providing a server on the network on 
which is stored the database via which any device 

on the network can find out the optimum subnet- 



10 

work when selecting a subnetwork to another 
device. 

5. The method according to claim 3, wherein the pre- 
determined criteria comprises: 

a) a ability of the available subnetworks to sup- 
port the quality of service desired; 

b) a current traffic load on the available subnet- 
works; 

c) a pricey|payment for each of the available 
subnetworks; and 

d) time of day variations that the subnetworks 
experience. 

6. The method according to claim 2, further compris- 
ing the step of storing the optimum subnetwork's 
identity in a database that is accessible by a server 
on the network. 

7. The method according to claim 6, further compris- 
ing the step of dynamically updating the database 
based on a plurality of predetermined criteria. 

8. The method according to claim 7, wherein the pre- 
determined criteria comprises: 

a) an ability of the available subnetworks to 
support the quality of service desired; 

b) a current traffic load on the available subnet- 
works; 

c) a price^ayment for each of the available 
subnetworks; and 

d) time of day variations that the subnetworks 
experience. 

9. The method according to claim 2, further compris- 
ing the step of using a default IP network in the 
event that none of the alternate subnetworks are 
available. 

10. The method according to claim 1, further compris- 
ing the step of: 

d) establishing a connection from the applica- 
tions server to a circuit switched network and 
from a circuit switched network to a dial-up side 
of the Point Of Presence server. 

11. The method according to claim 1, further compris- 
ing the step of: 

d) establishing a connection from the applica- 
tions server to a circuit switched network and 
from the circuit switched network to a network 
side of the Point Of Presence server. 

12. The method according to claim 1, further compris- 
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a) routing commands from the client to the 
applications server via the network; 

b) downloading data from the applications 35 
server to the Point Of Presence server via a 
subnetwork having a predetermined quality of 
service; and 

c) accessing a database to determine the sub- 
network via which the host is to download the 40 
data from the client. 
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ing the step of: 

d) establishing a connection from the applica- 
tions server to a circuit switched network and 
from the circuit switched network to an neigh- 
boring server within the network, wherein the 
neighboring server includes a server that is 
logically close to the Point Of Presence server. 

13. The method according to claim 1, further compris- 
ing the step of: 



20. The method according to claim 15, wherein the 
addressing path is within the Internet using IP pro- 
tocols. 

5 21. The method according to claim 15, further compris- 
ing the step of embedding signaling information in 
an HTTP request by a proxy server. 

22. A method for interacting with a applications server 
10 by a client accessing the applications server via a 
Point Of Presence server, comprising the steps of: 



d) establishing a connection from the applica- 
tions server to a circuit switched network to a 
server having a predetermined maximum 
number of connections needed to reach the 
Point Of Presence server. 

14. The method according to claim 1 , wherein the alter- 
nate path comprises one selected from the group 
consisting of a quality of service asynchronous 
transfer mode network, another IP network that is 
RSVP enabled internally between routers, and a 
Frame Relay network, a circuit switched network, 
and an ISDN connection from the applications 
server to the public telephone switched network to 
the Point Of Presence server or client. 

15. In a client-server networked environment, in which 
the client is connected to the server through a ter- 
minal and the client can request data from the 
server by sending commands to the client through 
the terminal, a method for communicating between 
the client and the server comprising the steps of: 

a) separating a command path from a data 
path within the network; and 

b) transmitting data to the client from the server 
along the data path based upon a subnet 
address included in a command sent along the 
command path. 

16. The method according to claim 15, wherein the 
command path comprises a path taken by a 
request to download data from the client to the 
server. 

17. The method according to claim 15. wherein the 
data path comprises a circuit switched connection 
from the server to the terminal. 



a) transmitting a client request using internet 
protocol to the Point Of Presence server; 
15 by routing the client request over a network to 

the applications server; 

c) establishing an alternate path back to the 
Point Of Presence server; 

d) downloading information to the Point Of 
20 Presence server using the alternate path; and 

e) routing the information to the client. 

23. The method according to claim 20, further compris- 
ing the step of: 

25 

f) establishing a connectijn from the applica- 
tions server to a circuit switched network and 
from the circuit switched network to a dial-up 
side of the Point Of Presence server. 

30 

24. The method according to claim 20, further compris- 
ing the step of: 

f) establishing a connection from the applica- 
35 tions server to a circuit switched network and 

from the circuit switched network to a network 
side of the Point Of Presence server. 

25. Ttie method according to claim 20, further compris- 
40 ing the step of: 

f) establishing a connection from the applica- 
tions server to a circuit switched network and 
from the circuit switched network to a neighbor- 
45 ing server within the network, wherein the 

neighboring server indudes a server that is 
logically close to the Point Of Presence server. 

26. The method according to claim 20, further compris- 
50 ing the step of: 



18. The method according to claim 17, wherein the 
data path is external to the network. 

19. The method according to claim 15, wherein the 
data path is within the plain old telephone switched 
infrastructure using PPP protocols. 



f) establishing a connection from the applica- 
tions server to the circuit switched network to a 
server having a predetermined maximum 
number of connections needed to reach the 
Point Of Presence server. 

27. An apparatus for communicating data between a 
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applications server and a client coupled via a net- 
work having a plurality of routers, comprising: 

a) a Point Of Presence server including: 

(1) a plurality of dial-up access ports, 
wherein one of the plurality of access ports 
being coupled to the client via a dial-up 
connection; and 

(2) a plurality of router ports being coupled 
to the plurality of routers in the network, 
wherein the Point Of Presence server is 
coupled to the applications server via the 
routers and the network; and 

b) a server coupled to the Point Of Presence 
server via the network, storing a list of alternate 
paths for downloading data to the Point Of 
Presence server or the client and dynamically 
updating the list based on a plurality of prede- 
termined criteria. 



work access device, from said applications 
server to said terminal server via a second 
communications network. 

5 30. The method of claim 29 wherein said transmitting 
step comprises the steps of: 

accessing a database to identify said second 
communications network for said data trans- 
10 mission. 

31 . The method of claim 29 wherein said first communi- 
cations network is a packet-switched network and 
said second communications network is a circuit- 

75 switched network. 

32. The method of claim 29 wherein said second com- 
munications network is selected from a group of 
networks which include a ATM network, a frame 

20 relay network and a circuit-switched network. 



28. The apparatus according to claim 27, wherein the 
alternate paths include at least one selected from 

the group consisting of a quality of service asyn- 25 
chronous transfer mode network, another IP net- 
work that is RSVP enabled internally between 
routers, a frame relay network, a circuit switched 
network and an ISDN connection from the applica- 
tions server to the public telephone switched net- 30 
work to the Point Of Presence server or client. A 
method of communicating information between a 
network access device and an applications server, 
comprising the steps of: 

35 

establishing a connection for communicating 
commands from said network access device to 
said applications server, said connection being 
established between said client device and 
said applications server via a terminal server 40 
which is coupled to said applications server 
through a first communications network; and 
transmitting data which is destined for said net- 
work access device, from said applications 
server to said terminal server via a second 45 
communications network. 

29. A method of communicating information between a 
network access device and an applications server, 
comprising the steps of: establishing a connection so 
for communicating commands from said network 
access device to said applications server, said con- 
nection being established between said client 
device and said applications server via a terminal 
server which is coupled to said applications server 55 
through a first communications network; and 



transmitting data which is destined for said net- 
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